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THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
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DETAILED ACTION 

Claim Rejections -35 USC §112 

1 . The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

2. . Claims 9,15,16 are rejected under 35 U.S.C 112, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject 
matter which applicant regards as the invention. The term "vital information" in 
claims 9,15,16 is a relative term which renders the claim indefinite. The term 
"vital information" is not defined by the claim, the specification does not provide a 
standard for ascertaining the requisite degree, and one of ordinary skill in the art 
would not be reasonably apprised of the scope of the invention. 

3. Claim 21 is rejected under 35 U.S.C. 1 12, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter 
which applicant regards as the invention. Claim 21 recites the limitation 
"electronic watermark embedding mode". There is insufficient antecedent basis 
for this limitation in the claim. 

Priority 

4. Acknowledgment is made of applicant's claim for foreign priority based on 
an application filed in Japan on 10/1 1/00. It is noted, however, that applicant has 
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not filed a certified copy of the 2000-342753 application as required by 35 
U.S.C. 119(b). 



Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 102 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

6. Claims 1 , 3-20 are rejected under 35 U.S.C. 1 03(a) as being unpatentable 
over Komuro at al (US pat 6,223,285), and further in view of Saito (US pat 
6,182,218). 

Regarding claim 1 , Komuro teaches a data administration method, which 
comprises: 

preparing a real data section by encrypting digital content to be 
distributed (col. 5 lines 31-36); 

preparing a header data section provided with symbol information symbol- 
converted for visual or auditory recognition of attributes of the digital content 
(col.5 lines 31-36; col. 13 lines 4-17); 
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preparing a consent-information-added header data section in which 
consent information containing information on a content key used as an 
encryption key in encrypting the digital content is embedded in the header data 
section (col.4 lines 44-46; col.7 lines 30-67); and 

preparing composite data in which the real data section and the consent- 
information-added header data section are composited, and distributing the 
composite data (col.7 lines 30-67). 

Komuro does not teach embedding information in an electronic 
watermark. Saito teaches embedding information in an electronic watermark 
(col.5 lines 55-62). It would have been obvious to one of ordinary skill in the art 
at the time of the invention to combine Komuro's system for transferring 
information with Saito's digital content system using watermarks in order to 
provide a system that checks the validity and integrity of users by using 
watermarks (Saito col.5 lines 55-62). 

Regarding claim 3, Komuro and Saito in combination teach everything as 
claimed above (claim 1), in addition Komuro teaches preparing an annex data 
section in which use restriction information for restricting use of the digital content 
is encrypted (col.5 line 37 thru col.6 line 17). 

Regarding claim 4, Komuro and Saito in combination teach the method as 
in claim 3, in addition Komuro teaches use restriction information is embedding 
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logic for embedding the consent information as the electronic watermark in the 
header data section (col. 5 line 37 thru col. 6 line 17). 

Regarding claim 5, Komuro and Saito in combination teach the method as 
in claim 3, in addition Komuro teaches use restriction information is based on a 
use term during which, or on a use count up to which, the digital content is 
usable (col. 6 lines 1-25). 

Regarding claim 6, Komuro and Saito in combination teach the method as 
in claim 3, in addition Komuro teaches the use restriction information is encrypted 
with, as an encryption key, personal information on a user of the digital content 
(col.7 lines 47-62). 

Regarding claim 7, Komuro and Saito in combination teach the method as 
in claim 6, in addition Komuro teaches the encryption key when encrypting the 
use restriction information is a password preset by the user (col.1 1 lines 23-27). 

Regarding claim 8, Komuro and Saito in combination teach the method as 
in claim 6, in addition Komuro teaches the encryption key when encrypting the 
use restriction information is identifying information specific to a recording 
medium (EMI modes) in which the composite data is recorded (col.7 lines 47-62; 
col.8 lines 23-46). 
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Regarding claim 9, Komuro and Saito in combination teach the method as 
in claim 6, in addition Komuro teaches the encryption key when encrypting the 
use restriction information is vital information on the user (col. 7 lines 47-62). 

Regarding claim 10, Komuro teaches a data administration method, which 
comprises: 

separating an annex data section from composite data distributed as a 
composite of 

a real data section in which digital content to be distributed is encrypted, 

in a header data section enabling visual or auditory recognition of 
substance of the digital content, a consent-information-added header data 
section in which consent information containing information on a content key 
used as an encryption key in encrypting the digital content is embedded, and 

an annex data section in which use restriction information for restricting 
use of the digital content is encrypted; 

decrypting the annex data section and extracting the use restriction 
information; 

extracting the consent information embedded in the consent-informatidn- 
added header data section based on the use restriction information; 

obtaining from the consent information a content key for decrypting the 
digital content; and 

using the content key, decrypting the real data section into its original 
digital content to allow use by users (col. 7 line 47 thru col. 8 line 46). 
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Komuro does not teach embedding information in a visually or auditorily 
unrecognizable electronic watermark. Saito teaches embedding information in a 
visually or auditorily unrecognizable electronic watermark (col. 5 lines 55-62). It 
would have been obvious to one of ordinary skill in the art at the time of the 
invention to combine Komuro's system for transferring information with Saito's 
digital content system using watermarks in order to provide a system that checks 
the validity and integrity of users by using watermarks (Saito col. 5 lines 55-62). 

Regarding claim 1 1 , Komuro and Saito in combination teach everything as 
in claim 1, in addition Komuro teaches embedding in the header data section as 
a visually or auditorily unrecognizable electronic watermark a hash value 
generated from the real data section using a hash function (col.9 lines 22-36). 

Regarding claim 12, Komuro and Saito in combination teach everything as 
in claim 1 1 , in addition Komuro teaches decrypting the real data section into 
digital content for sending out, by line-connecting to a predetermined contact 
destination, content information from the digital content that is decrypted (col. 8 
lines 6-46), and therein 

embedding in the header data section as a visually or auditorily 
unrecognizable electronic watermark the content information from the digital 
content that is decrypted and information on the predetermined contact 
destination (col. 12 lines 5-20). 
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Regarding claim 13, Komuro and Saito in combination teach everything as 
in claim 1 1 , in addition Saito teaches preparing composite data in which the real 
data section and the cbnsent-information-added header data section are 
composited, and therein retaining within the composite data record-location 
information from a server in which the digital content is registered (col. 12 lines 
58-62; col. 13 lines 8-10). 

Regarding claim 14, Komuro and Saito in combination teach everything as 
in claim 13, in addition Saito teaches the record-location information from the 
server in which the digital content is registered is embedded in the header data 
section as a visually or auditorily unrecognizable electronic watermark (col. 12 
lines 58-62; col. 13 lines 8-10). 

Regarding claim 15, Komuro and Saito in combination teach everything as 
in claim 1 1, in addition Komuro teaches preparing composite data in which the 
real data section and the consent-information-added header data section are 
composited, and therein retaining within the composite data vital template 
information generated based on vital information on a user of the digital content 
(col.7 lines 30-67). 

Regarding claim. 16, Komuro and Saito in combination teach everything as 
in claim 1 5, in addition Saito teaches the vital template information is embedded 
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in the header data section as a visually or auditorily unrecognizable electronic 
watermark (col. 5 lines 55-62). 

Regarding claim 17, Komuro and Saito in combination teach everything as 
in claim 1 1 , in addition Komuro teaches identifying information specific to a 
recording medium (EMI modes) for recording the digital content (col. 7 lines 47- 
62; col.8 lines 23-46). 

Regarding claim 18, Komuro and Saito in combination teach everything as 
in claim 1 1 , in addition Komuro teaches a control code allowing a given. operation 
on an information device for reproducing the digital content (col. 6 lines 1-45). 

Regarding claim 19, Komuro and Saito in combination teach everything as. 
in claim 1 1 , in addition Komuro teaches privileges information for the digital 
content including copyright information is embedded within the digital content as 
an electronic watermark (col.6 lines 1-45). 

Regarding claim 20, Komuro and Saito in combination teach the method 
of claim 19, in addition Komuro teaches the morphology and code level of the 
electronic watermark embedded in the digital content are determined based on a 
data quality level and a security level required by the digital content (col. 5 line 37 
thru col.6 line 45). 
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7. Claim 2 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Komuro et al and Saito, and further in view of Peinado et al (US pat 6,775,655). 

Regarding claim 2, Komuro and Saito in combination teach the data 
administration method as in claim 1 , but does not teach said header data section 
is made by compositing into one image data item more than one image-symbol 
data item symbol-converted for visually recognizing attributes corresponding 
respectively to a plurality of digital content items. Peinado teaches header data 
section is made by compositing into one image data item more than one image- 
symbol data item symbol-converted for visually recognizing attributes 
corresponding respectively to a plurality of digital content items (col. 1 3 line 61 
thru col. 14 line 1 1 ). It would have been obvious to one of ordinary skill in the art 
at the time of the invention to combine Komuro's system of transferring 
information with Peinado' system for rendering digital content in an encrypted 
rights protection form in order to provide secure method for distributing digital 
content that will allow the digital content to be only rendered as specified by the 
content provider (Peinado col.2 lines 20-41). 

Conclusion 

Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Tremayne M. Norris whose telephone number 
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is (571) 272-3874. The examiner can normally be reached on M-F 7:30AM- 
5:00PM alternate Fridays. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Andrew Caldwell can be reached on (571) 272-3868. The 
fax phone number for the organization where this application or proceeding is 
assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBG) at 866-217-9197 (toll- 
free), j 





Tremayne Norris 



September 2, 2004 



